	SENSITIVE SECURITY INFORMATION



Drill was conducted on March 23, 2007.  It was designed to practice communications procedures. It involved dockworkers, the Agent on duty, and the Terminal Manager. The drill was conducted outside at Slip 2.

The exercise began with the following message to dockworkers, then proceeded to the Agent on duty, and then to the Terminal Manager:

Dockworkers:

You have just observed a person walking up the side loading ramp to the boat and he is acting suspiciously.

He seems nervous and fidgety. You notice that he is constantly checking to see if anyone is watching him and he seems to have something under his coat. You remember that you smelled something odd when he walked past you.

Who would you contact?

How would you contact them?

What would you tell them?

The dockworkers responded that they would contact the agent, either by direct contact, landline, radio or Cell Phone and they would report their observances.

Agent on Duty:

A dockworker has just contacted you by direct contact. He tells you that he has just observed a person walking up the side loading ramp to the boat and he was acting suspiciously.

The person seemed nervous and fidgety. He told you that he noticed that the person was constantly checking to see if anyone was watching him and he seemed to have something under his coat. The dockworker told you that he remembers that he smelled something odd when the person walked past him.

Who would you contact?

How would you contact them?

What would you tell them?

What actions would you take?

The agent responded that he would ask the dockworker for a description of the person and ask what direction that the person came from. The agent said that he would call the Boat Captain by Nextel or next by the Boat phone or next by the radio or next by runner.  He would alert the Terminal Manager. Stop Loading and order a perimeter sweep. Further actions would be determined as the situation unfolded.

Terminal Manager:

The Agent on duty has just contacted you by phone. He tells you that he has been told by a dockworker that he had observed a person walking up the side loading ramp to the boat and the person was acting suspiciously.

The person seemed nervous and fidgety. He told you that he noticed that the person was constantly checking to see if anyone was watching him and he seemed to have something under his coat. The dockworker told you that he remembers that he smelled something odd when the person walked past him.

The agent tells you that he has alerted the Boat Captain by Nextel and that boat loading has been stopped and that a perimeter sweep is in progress. 

Who would you contact?

How would you contact them?

What would you tell them?

What actions would you take?

The Terminal Manage said that she would report the situation to the Company Security Officer, Captain of the Port, and the Director of Terminal and parking facilities by landline or cell phone. She would also alert the Mass State Police by landline. She would begin considering an evacuation plan for the Terminal and Parking Lot. Further actions would be determined as the situation unfolded.
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